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Beazley Breach Response

Risk Management

Beazley’s in-house team of privacy and breach response professionals, BBR Services, has developed
a suite of tools and resources to protect your business from the dangerous world of cyber risks.

With our in-house risk management
portal, beazleybreachsolutions.com, you
have access to tools and resources that
help you prepare for and respond to the
threats we see every day. Colleagues in
risk, compliance, I'T, legal,

or HR — may register.

any role

Increase your resiliency

e Clear, practical guidance on effective
incident response and business continuity
planning, with easy-to-adapt templates

e Practical discussion of fundamental IT
security controls, and best practices for
specific threats like ransomware and
business email compromise

* Beazley Privacy Builder, a toolkit to
develop and improve your data privacy
and security program.

Understand the threat landscape

« Live Cybercrime Spotlight webinars on
emerging cyber threats and the most effective
controls to prevent them

 Leveraging the hundreds of incidents reported
to Beazley every month, our breach trends
and security alerts give you the information
you need to avoid the latest threats.

Train your employees
Employees are still one of the biggest risks.
With your policy, you have access to:
* elearning.beazleybreachsolutions.com
Online training modules include:
— Phishing and malware
— Ransomware prevention
— Mobile and Wi-Fi security
— ldentity theft and password security

* A SCORM-compliant training module
for your LMS

* Employee training tip sheets
and posters.

Comply with laws and regulations

e Comprehensible explanations of state
breach notification laws and other laws
protecting data

* Sample policies for organizations of all sizes,
including a full suite of HIPAA policies for
covered entities

* Live webinars on legal and regulatory
changes and the latest enforcement
trends from regulators.

www.beazley.com/bbr




Preventing Office 365
account takeovers

When we saw Office 365 account takeovers spike
in early 2018, we quickly alerted policyholders,
providing best practices for more secure Office
365 configuration, logging and email auditing,
and employee training resources to avoid
business email compromise.

360° protection

Beazleybreachsolutions.com is also your
gateway to pre-breach, incident response,
and post-breach services.

¢ Consult with our risk management team
or breach response managers

Request customized workshops on incident
response, security best practices, or business
continuity planning

Enjoy negotiated rates on customized pre-
breach services such as penetration testing and
vulnerability assessment, or obtain post-breach
remediation consulting from Lodestone

Take advantage of discounted rates on
anti-phishing tools and training.

“We just put in place our first cyber-
insurance policy two months ago. Having
already participated in two webinars
(including today’s), and after exploring
the resources available on your website,
the insurance coverage itself seems beside
the point. The speakers have been really
excellent, and the materials on the website
more comprehensive, and genuinely
useful, than I would have expected.”

Client-focused advocacy non-profit, Los Angeles, CA

“We initiated two-factor authentication
for Outlook shortly after learning about
itin a Beazley risk management webinar.
When our Finance team was targeted by
a phishing scam, two-factor authentication
and increased employee awareness kept
our CFO from clicking on it, and our
company and our customers safe.”

Medical equipment manufacturer, Atlanta, GA

The descriptions contained in this communication are for preliminary informational purposes only. The product is available on an admitted basis in some but not all US jurisdictions through Beazley Insurance Company, Inc., and is available
on a surplus lines basis through licensed surplus lines brokers underwritten by Beazley syndicates at Lloyd’s. The exact coverage afforded by the product described herein is subject to and governed by the terms and conditions of each
policy issued. The publication and delivery of the information contained herein are not intended as a solicitation for the purchase of insurance on any US risk. Beazley USA Services, Inc. is licensed and regulated by insurance regulatory
authorities in the respective states of the US and transacts business in the State of California as Beazley Insurance Services (License#: 0G55497).

Lodestone is a wholly owned subsidiary of Beazley plc. and does not provide insurance services. Beazley does not share insured-specific information with Lodestone. Information you provide to Lodestone and any engagement findings are

shared only between your organization and Lodestone.
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